Canterbury Christ Church University
Data Protection Information for Students

The University collects and processes information about students for various teaching, research and administrative purposes, including the health, safety and welfare of individuals. 
The Data Protection Act 1998

The Data Protection Act 1998 (‘the Act’), which is overseen by the Information Commissioner, applies to personal data. The University has to comply with rules of information handling, known as the data protection principles, and other requirements of the Act. This includes maintaining student data in secure conditions, and processing and disclosing data within the terms of the University’s Data Protection notification to the Information Commissioner.

Processing Your Personal Data

The University is registered to hold data about you under the Act. It holds data in electronic and paper forms on your personal details, academic and administrative history, and relevant transactions. This information is used for administrative purposes while you are at the University, and after you leave. 

The University will respect your confidentiality and appropriate security measures will be taken to prevent unauthorised disclosure. Personal information is used for stated purposes only and you will be advised of any changes. 
Examples of the use of your information are as follows:

· To administer your studies and record academic achievements (e.g. course choices, examination and assessment, the publication of pass lists and graduation programmes)
· To assist in pastoral and welfare needs
· To administer the financial aspects of your registration as a student (e.g. payment of fees, rents, debt collection)
· To manage University facilities (e.g. Computing and Library facilities)
· To produce management statistics 

· To monitor equal opportunities policies 
· To administer employment processes, should you choose to work at the University
· For security and disciplinary purposes (e.g. using security cameras and reports of incidents compiled by security staff and others)
· To assist with the work of the Alumni Office
For students registered on programmes involving placements, the University will pass necessary personal information to the bodies outside the University providing teaching or placements
If your funding organisation requires regular progress reports, we will normally provide this information. If you have any queries about such reports, you should contact your funding organisation. 
Processing personal information is necessary for the operation of the University as an educational institution. Although under the Act, an individual may request such processing should not occur, in practice this means the individual could not continue as a student since the University would be unable to carry out basic operations, for instance processing examination results and determining final degree results. However, the University can offer students some choices about the way their data will be used:

· Whether your photograph, as printed on your University ID card, is made available to staff within the University and for limited use in departments. 
· Whether you are happy for the University to release your contact details to a limited number of organisations that work with the University. 
· Whether you are happy for us to pass your contact details to the Students' Union (further details given below). 
In addition, under certain circumstances, we can exclude your details from internal directories. 
Amongst the information held about you, to the extent you provided it, are data classified as sensitive data, such as ethnic origin and disabilities. We collect this information partly because the Government requires the data for national monitoring purposes. We also use the data to monitor our equality and diversity policies and provide support for a disability. We carefully control access to sensitive data within the University, so it is only available to people who need to know for the purposes of their work. 
Confidentiality

All information concerning students is treated in strict confidence. In particular, addresses and telephone numbers are not released to a third party, including friends and relatives, unless you authorised the information to be released. There are a few exceptions, which are set out below. 

Disclosing Your Personal Data to Third Parties

We are required by law to collect and provide information on students to certain external agencies. These bodies include the Higher Education Statistics Agency (see separate statement below), Student Loan Company, local education authorities and other grant-awarding bodies, local taxation authorities, the General Teaching Council, the Nursing and Midwifery Council and the Teacher Training Agency. We are also obliged to release information to the Benefits Agency, police and similar law officers undertaking criminal investigations, and in certain circumstances to officers of the Court in relation to civil proceedings. 
From time to time, institutions are asked to provide data they have collected to the Higher Education Funding Council or to other bodies acting on the Council's behalf, which may include personal details of students. As an example, the University may be required to provide student contact details for National Student Surveys.

Unless you have given permission for additional information to be provided, the only information that will normally be released to a third party (other than the special agencies referred to above) while you are a student here is:

· the fact that you are a student here; 

· the mode of attendance of your programme (e.g. full-time or part-time); 

· the date you started, and the date you are expected to complete the programme. 
Once you register with Computing Services, your e-mail address will be published on the University's website email directory, which is only accessible to users within the University.

Disclosures to Auditors

Like all other organizations, the University appoints external and internal auditors who have access to students’ personal data during their investigations. This information is never made public, and is treated in strict confidence. 
Disclosures to University Insurers and the Health and Safety Executive

If you are involved in an accident on, or involving, University property, it may be necessary to pass your details to insurers and/or the Health and Safety Executive. 

The Students’ Union

Unless you choose to opt out, we shall pass your name, registration number, department, programme of study, and date of birth to the Students’ Union.

The Students' Union collects and processes information about its members for various administrative, representative and marketing purposes; these include membership of clubs, societies, volunteers, programme representatives, special offers, student discounts, events etc.

Members are given the opportunity to opt out or into, various categories of processing through the Students’ Union.

Study Activities outside the UK and students from outside the UK
For students whose programme of study includes a study outside the UK, or who come to the University as visiting and exchange students, there is a need for the University to exchange personal information with institutions in other countries involved in these exchanges. For instance, American colleges and universities that send students to the University on visiting and exchange programmes require the University to supply information about the progress of students while at the University, and there may be requirements for the provision of information to some of the bodies that fund visiting and exchange students.
You should be aware that some countries outside the European Union do not have as strong a data protection regime. 
Retention of Data

Appropriate security will be in place to ensure information, such as medical certificates, is retained confidentially and kept no longer than is necessary. 
The University does all it can to ensure data remain accurate and up-to-date. It is important you inform us of any changes to your personal information. 
Archiving Your Personal Data

In due course, your records will form part of the student records archive that is kept on computer and in paper or microfilm format. Part of your computer record will also be made available to the Department of Marketing for approved purposes, such as the construction of mailing lists.

References

Your personal tutor/supervisor (or nominated referee if different) will also disclose relevant additional information about you if asked by a third party to provide a personal or academic reference for the purpose of employment or further study.

If you provided the name of a member of staff as a referee, or refer to someone in post without specifically naming the person, the University considers you have given your consent for the disclosure of personal information in the form of a reference. 
As a matter of good practice, you are encouraged to inform people you cite them as a referee beforehand. In some cases, we may receive requests for references on a pro-forma you signed to permit us to disclose information as a personal reference. 
Once you complete your studies, the details of your academic award, including dates of attendance, are regarded as 'public' information, but not the fact that you have failed an award. Names of successful candidates will be published in the graduation programme where applicable. This information may be released to third party enquirers, for example, prospective employers. 

Award Ceremonies

Names and classifications of awards appear in the official award ceremony programme and promotional material connected with the ceremony. You may request to have your information excluded by contacting the Graduation Office in advance of the ceremony. You should not contact the Graduation Office regarding this matter before you receive an official invitation to a ceremony. 
Careers Service 

About six months after you leave the University, you may receive a questionnaire from the Careers Service about your career or other activities, and the relevance of the programme you undertook. If we do not receive a reply, somebody from the Careers Service may telephone the number you gave the University in the hope of speaking to you, but we may accept information from a third party such as a near relative. 
If you object to this, you should contact the Careers Service to prevent it. The University has to collect data on employment for the Higher Education Statistics Agency (HESA) (see below). The data will be analysed by HESA and published without your name being associated with it. 
The information you supply will be stored and analysed by the Careers Service and used to assist future students to make informed career choices. The University benefits in its programme planning and general development. 
Higher Education Statistics Agency (HESA) 

We will send some of the information we hold about you to the Higher Education Statistics Agency (HESA). This forms your HESA record, which contains details of your ethnic group and any disabilities you have. HESA will pass your record, or parts of it, to any of the following organisations that need it to carry out their statutory functions connected with higher education. 

· Department for Innovation, Universities and Skills (DIUS) 

· Welsh Assembly Government (WAG) 

· Scottish Executive (SE) [Scottish Government (SG)] 

· Department for Employment and Learning, Northern Ireland (DEL(NI)) 

· Higher Education Funding Council for England (HEFCE) 

· Higher Education Funding Council for Wales (HEFCW) 

· Scottish Further and Higher Education Funding Council (SFC) 

· Training and Development Agency for Schools (TDA) 

· Research Councils (RCs)

· Department for Children, Schools and Families (DCSF)

HESA and the organisations listed above will use the information mainly to produce statistics. This may result in information being published and released to other approved users, including academic researchers and commercial organisations. Your record will not be used in a way that could affect you personally and the organisations will take precautions to reduce the risk of you being identified from the information once it is published and released. 

While you are a student, we will need to keep your contact details. These do not form part of your HESA record, so HESA and the organisations listed above cannot use this record to contact you. 

Your contact details may be passed to survey contractors to carry out the National Student Survey and surveys of student finances, on behalf of the education organisations listed above. These organisations and their contractors will use your details only for that purpose, and will then delete them.

About six months after you graduate, we will contact you to ask you to fill in the HESA ‘Destinations of Leavers from HE’ survey. We will not give your contact details to HESA. You might be included in a sample of leavers who are surveyed again a few years after they graduate. If so, we will pass your contact details to the organisation that has been contracted to carry out that survey. That organisation will use your details only for that purpose, and will then delete them. (If you do not want to take part in this second survey, please let us know.) 

Under the Data Protection Act 1998, you have the right to a copy of the information HESA holds about you. You will have to pay a small fee for this. If you have any concerns about your information being used for these purposes, please contact HESA. 

HESA
95Promenade
Cheltenham
GL50 1HZ

Website: www.hesa.ac.uk 

For students on Initial Teacher Training courses at institutions in England only: 

If you are on an ITT course at an institution in England, HESA will also pass your record to the General Teaching Council for England. 

The General Teaching Council for England (GTC) is a data controller under the terms of the Data Protection Act 1998. The GTC will process your personal data in order to fulfil its remit and its legal obligations, including the administration of provisional registration. Except where there is a legal obligation, the GTC will not share your data with any third party, except those fulfilling a service on their behalf and under their expressed instructions. 

Other Statutory Disclosures

The University has certain other statutory obligations under which it may be required to pass personal information relating to you to certain external agencies. Wherever possible, you will be informed about these disclosures but in some cases, it is not possible to do this. Below are examples of the types of agencies to which the University has a statutory obligation to disclose personal information relating to students, for example: 

· Quality Assurance Agency (QAA) during Institutional Audits and other quality assessment exercises. 

· European Audit Commission (for specified programmes)
· Student Loans Company for students eligible for fee and loan payments 

· Electoral Registration Officers (in certain circumstances) 

The Act allows organisations to disclose information to relevant bodies for the assessment and collection of taxes. Therefore, the University may disclose your personal information to Council Tax offices without first obtaining your consent. As students who live in properties occupied solely by other students are not liable to pay Council Tax, such disclosures will usually be in your interest. 

Access to Personal Information

The Act provides individuals with a right of access to their personal data under certain conditions.

You are entitled to have access to and/or request a copy of the information held about you to ensure that it is accurate and dealt with properly. 
The University will not usually release information to third parties, including family members, without your written consent. 

If you wish to exercise your right under the Act, please would you contact the Data Protection Officer at the following email address: foi@canterbury.ac.uk (or in writing): The Assistant University Secretary, Canterbury Christ Church University, North Holmes Road, Canterbury, Kent, CT1 1QU). Requests for specific information can be processed much faster than general requests.

The Data Protection Officer can give advice on any aspect of the Act.

Robert Melville

Assistant University Secretary
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