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Corporate Information Security Policy – Please read & retain this sheet

Introduction – You must adhere to University Computing Services Security Policies
The use of computers by University staff is controlled by existing Computing Services Security policies contained within the following documents: University Regulations for the Use of Computers; Data Protection Policy and Guidelines; JANET Policy on Acceptable use of Computers.  These documents are available online at: 
http://www.canterbury.ac.uk/support/computing-services/general-information/information-security.asp

Access to Corporate Information Services (CIS) systems is subject to acceptance of and adherence to these policies.  In addition staff must also agree to the principles and practices set out below whose aim are to protect the integrity of the data.  

Principles – You must only use the data for legitimate purposes
· Data of or about students within CIS databases is only to be used for academic or administrative purposes in the execution of University business. 
· Any use of CIS data must be lawful, honest and decent, and must pay attention to the rights and sensitivities of the people concerned.
· CIS data may not be used for commercial gain.
· The use of CIS data for obscene, illegal or intimidatory purposes or which has the intent of annoying or offending somebody else is strictly forbidden.
· In accordance with the Data Protection Act, no member of staff may engage in data processing activity that falls outside the agreement between the University and the Information Commissioner recorded in its registration.  

Practices – your responsibilities
· All data should be kept confidential with computer screens password protected and away from public view.
· Appropriate usernames and passwords will be issued to all new staff as part of their induction process should they have a demonstrated need to access CIS databases.  Each user has individual responsibility for the security of their password.  It is forbidden to give a password to another person.
· Should the security of a password be compromised it is the responsibility of the individual user to change it and to ensure no breach of confidentiality has occurred.
· In relation to the Student Record system – Only the Director of Admissions and Recruitment or the Admissions Officer are empowered to authorise access to applicant data if it is for contact purposes.  Further guidance about the use of this information can be found in the University's Admissions and Recruitment Policy Document.

Security Protocols – It’s for you to maintain security
· Keep all passwords secret; avoid choosing passwords that feature your name, your partner's name, your car registration or anything else that might be guessed by a third party.  If it is necessary to record a password keep it in a safe place disguised. Change passwords regularly. 
· Maintain a different password for every computer username allocated. 
· Always log out of a user session (use the CTRL, ALT & DELETE keys to lock the screen if you leave your desk) and never leave a machine with a live connection to a CIS system. 
· Never use another account, with or without the permission of the user. 

Rules and Discipline – Misusing data is a serious matter
All members of staff are bound by the University’s ‘Regulations for the Use of Computers’.  Every recruit receives a copy when they join the University as part of their induction pack.  It is each person’s responsibility, therefore, to ensure they are familiar with the latest version of these rules.  

For more information about the Student Record system or for further clarification of how the regulations apply to a particular piece of data please check with the Data Management Office in the Registry. In all other cases check with the Head of Corporate Information Services.

Any breach of these rules and procedures will be treated as a serious matter and will be dealt with under the University’s Disciplinary Procedures.

Agresso Business World User Access Request Form

All staff requiring access to ABW must register for their own account – this includes temporary staff. They must NOT use the account of any other staff member, even those who have left. Please complete this form and have your Head of Department email it to: agresso.support@canterbury.ac.uk 

Use the arrow keys to navigate through the fields			

	Name:
	Name

	Existing Windows log in:
	Logon
	

	Email address:
	Email	        @canterbury.ac.uk
	

	Department & Campus:
	Department     Campus

	Position/Job Title:
	Job Title

	Resource ID:
	Resource ID
	

	Room No:
	Room
	

	Telephone/Extension:
	Telephone
	

	End Date (for temp staff):
	End Date
	

	Head of Department Name:
	HoD



	Access required
	Is user a requisitioner? Yes/No

	Same access as: User ID  (if applicable)
	Is user an authoriser?   Yes/No

	

	

	Additional Comments/Requirements:

	Additional information 



	

	 
I agree to abide by the regulations of the CIS Security Policy at Canterbury Christ Church University (see attached, please retain for your records)


	
New User: Name   		Date: Date 

	
HoD: Name			Date: Date

	



	
ABW Support Office Use Only


	Checked by:
	Entered by:
	Date: ___/___/_____

	Roles:
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